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NAVAL REACTORS DOE ORDER IMPLEMENTATION BULLETIN NUMBER
205.1-105, REVISION 2

Consistent with the Naval Nuclear Propulsion Program (NNPP) overall concept
of operations, the following provides implementation guidance for the DOE
Order 205.1B, DEPARTMENT OF ENERGY CYBER SECURITY PROGRAM, for
those activities under the Director’s cognizance. This guidance takes
precedence over DOE Order 205.1B requirements and guidance found in other
related DOE documents. DOE Order 205.18B is implemented subject to the
following modifications:

1. The NNPP Cyber Security Program (CSP) is implemented in accordance
with the Naval Reactors (NR) Cyber Security Program Plan (CSPP). The
NNPP CSP will adopt a Risk Management Approach and incorporate into
the NR CSPP a Risk Management Framework (RMF) as prescribed by the
National Nuclear Security Administration (NNSA) Administrative Policy (NAP)
14.1-D, NNSA Baseline Cyber Security Program, dated December 14, 2012.

2. The duties and responsibilities related to Cyber Security Program
management delineated in DOE Order 205.1B and NAP 14.1-D for various
DOE headquarters components are carried out by NR per existing Program
policies and practices. NR shall initiate involvement of other DOE
headquarters offices as appropriate.

3. Requests for waivers and exceptions to the provision of DOE O 205.18 and
this IB will be submitted by Naval Reactors Laboratory Field Office (NRFLO)
to Naval Reactors Headquarters for approval.

4. Evaluation and oversight of the NNPP Cyber Security Program activities will
be provided by NRLFO with oversight from Naval Reactors Headquarters.
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